O

onefamily

modern family finance

Protect yourself against
fraud and scams



Protect yourself against
fraud and scams

Scams can come in many forms, but all are designed to obtain access to your money or
personal details. The key is knowing how to recognise a scam, being aware how to protect
yourself and what actions to take if you think you have been targeted or have fallen victim.

Below are some hints and tips to help you remain vigilant

ﬁ Your bank or the police will never s Don‘tmake any advanced payments
— ask you to provide your bank details until you are sure the company you're
over the phone. If you receive a dealing with is legitimate.
request like this, end the call and
phone them back. x If you receive a call, just because
someone knows your name or
% [f you receive emails claiming you've postcode doesn't mean they are
not paid for something, don't click calling for a legitimate purpose.
the link if you know the claim is
incorrect or you don't recognise l'l_ If you receive anything like a calling
the company. card through your door asking for

personal details - think twice.
Q If you receive an email that looks

legitimate, be vigilant when clicking a Make sure all of your accounts
on any links contained within it. have a strong password, don't use
Check the website address — is it the same password for multiple
spelt correctly and is it an address accounts and change your
you recognise? passwords regularly.
4\ |f someone knocks on your door
or calls portraying that someone Useful contacts which
you know needs help or money; it's may be able to provide

extremely unlikely to be legitimate. more information on
how to protect against

@ Before you respond to anything fraud and scams:

asking for personal information, ask
yourself why they need your details
and were you expecting it?
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*Open 9am-5.30pm Monday to Friday. We might record your call to help improve our training and for security purposes. Calls to 0800 or 0808 numbers are free
from UK landlines and personal mobiles. With business mobiles the cost will depend on your phone provider. If you'd like to know more, please ask your provider.

OneFamily Lifetime Mortgages Limited, registered number 09239554, is authorised and regulated by the Financial Conduct Authority (FCA) registered number 725168.
OneFamily Lifetime Mortgages Limited is a subsidiary of Family Assurance Friendly Society Limited (FAFSL). FAFSL and all its subsidiaries are registered in England &
Wiales with registered offices at 16-17 West Street, Brighton, BN1 2RL, United Kingdom.
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